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19. Wireless networking
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Wireless networking evolves towards [P-based heterogeneous networks, providing ubiquitous connections among users and
resources. To maintain continuous user connectivity, cellular systems, wireless LANs and Internet need to be interconnected.
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This leads to the development of [P-based heterogeneous networks. The challenge resides in the interconnection of the different
systems in order to support user applications such as real-time and non real-time services. In this context, mobility, signalling for
different applications and security are crucial issues. The three former aspects are related: the impact of security protocols, of
mobility protocols and signalling protocols on the Quality of Service (QoS) performances need to be evaluated in an IP based
heterogeneous environment where users are roaming within one system and from one system to another. Mobile stations may roam
from WLAN to cellular networks without any interruption of the connection and of the ongoing session. This involves that the
latency introduced by security, signalling and mobility procedures in the vertical handover should be small enough so that user does
not notice the handover. This is a challenge when the user is using real-time services that are time-stringent applications. The real-
time applications considered here are voice applications, especially Voice over IP. The support of real-time applications is a crucial
issue in IP-based heterogencous networks and it has received the highest attention here. At present, the main expected outcome
of this research. project is formulation, analysis and solution to the problem of the support of real-time services, such as Voice
over IP,
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25 . Directed Acyclic Graph Encryption (DAGE) and Efficient Broadcast Encryption
g AH FH

(1) DAGE generalizes hierarchical identity-based encryption (HIBE) schemes, which dealt only with tree hierarchies of
identities, to more complex ones namely directed acyclic graph (DAG) hierarchies. We provide a unified security notion for
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arbitrary DAGs. It turns out that we can cast any key-evolving encryption primitives as DAGE (varied by the underlying DAGs),
thus the security notion unifies the notions of these primitives. This helps us relating and understanding more about them. A secure
concrete construction of DAGE for arbitrary DAG is then realized. (2) A new efficient broadcast encryption scheme is proposed.
1t is the first scheme that obtains ciphertext and key size independent of n while keeping computational cost sub-linear in n.

26 . Formal Analysis of Security Protocols
#f 59

Security protocols were developed to enhance and overcome many flaws of security. However security protocols are still
vulnerable to many kinds of attacks even for those claimed to solve security holes in previous protocols. Formal methods were
pioneers to detect some security flaws in security protocols, which were used for years, and still lead the research in this domain.
In our research we specify security protocols using CSP/Casper and other tools, verify their security properties: Such as
authentication and secrecy using the model checking FDR, and compare it with hand proves result of those protocol. Besides, we
attempting to enhance the efficiency of those tools.
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28 . Generic Public Key Conversion with Optimal Redundancy
B S FHH
This is the first time that a generic conversion with optimal message redundancy is built. Our scheme is probably secure, and
applicable with almost all public key encryption primitives. Communication bandwidth is emphasized on, so that it makes great

sense in the bandwidth restricted network. Theoretically, it also points out how much randomness is necessary for CCA security
generally.
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30. Intrusion detection systems: Architecture, detection, privacy
it 49 FHHt
Intrusion detection systems (IDSs) used to maintain networks security against any possible attacks. In our research, we work
on detection algorithms to build more efficient detection models, and studying how to protect users privacy against any possible

violations caused by IDSs. Also, besides studying alarms reductions techniques, we try to develop more efficient and secure
architecture for distributed IDS.

31. Leakage-Resiiient Authenticated Key Exchange Protocol
g S5 SN

Authenticated Key Exchange (AKE) protocols enable two entities, say a client (or a user) and a server, to share common session
keys in an authentic way. As a main research, we reviewed the previous AKE protocols under the realistic assumptions: (1) High-
entropy secrets that should be stored on devices may leak out due to accidents such as bugs or mis-configureations of the system;

(2) The size of human-memorable secret, i. e. password, is short enough to memorize, but large enough to avoid on-line
exhaustive search; (3) TRM (Tamper-Resistant Modules) used to store secrets are not perfectly free from bugs and mis-

configurations; (4) A client remembers only one password, even if he/she communicates with several different servers. Then, we
proposed a more efficient Leakage-Resilient (LR-AKE) protocol that has immunity to the leakage of stored secrets from a client

and a server (or servers), respectively, where the client keeps one password in mind and stores one secret value on devices.
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32 . Security Of Multiple Encryptions
Bz S B

In a practical system, a message is often encrypted more than once by different encryptions, here called muitiple encryption, to
enhance its security. Additionally, new features may be achieved by multiple encrypting a message, such as the key-insulated
cryptosystems and anonymous channels. Intuitively, a multiple encryption should remain “secure”, whenever there is one
component cipher unbreakable in it. However, this may not be true according to adaptive chosen ciphertext attack (CCA), even
with all component ciphers CCA-secure. We formalize an extended model of (standard) CCA called chosen ciphertext attack for
multiple encryption, then apply analysis the security of multiple encryption. We also apply these results to key-insulated
cryptosystem.
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44 . Minimal Assumptions for Obtaining Secure Two and Multi-Party Grypto Protocols
B 59 FHi
We aim at characterizing the minimal assumptions needed for obtaining secure two and multi-party crypto primitives. We

focuses mostly on physical assumptions (quantum data, noisy correlated data, constraints on the memory available to an adversary)
and temporary computational assumptions.

45 . Advanced Methods for Security Evaluation of Certain Stream Ciphers: Improved Techniques
for Algebraic and Fast Correlation Attacks

% 53 FHH
Advanced methods for security evaluation of certain keystream generators which could be modelled as a concatenation of a linear

finite state machine and a nonlinear filtering function are considered. Developing of the novel algorithms for cryptanalysis based

on the algebraic and correlation approaches are addressed including the comparisons with the previously reported techniques. The
consideration originates from the identification of cryptanalyutical significance of particular characteristics of the involved finite

state machines and the nonlinear transformation of the states. Employment of these characteristics yield appropriate trade-o
(registered trademark) mainly between the required sample and the complexity of cryptanalysis within the frameworks of the

algebraic and fast correlation attacks.
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46 . Advanced Key Management Methods for Data Access Control in Certain Broadcasting and
Multicasting Scenarios

i S FHH

Conditional access control, digital rights management and related topics have been recognized as the important IT issues. On
the other hand the key management appears as the main element for the above topics of a high interest from the both: the scientific
and applications related points of view. Accordingly, developing of the novel methods for the key management which minimize
the overheads introduced to the system due to the security requirements is addressed. The goals include not only novel techniques
but the novel concepts as well. Particular attention is focused on suitable underlying structures and the related cryptographic
primitives (one-way hash functions and pseudorandom number generators. An additional goal is consideration of the applications
of these techniques for the digital rights management and related issues.
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