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* Signature for Objects

The product you bou e counterfeit...

Even experts cannot distinguish
the authentic one from its counterfeit.
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An authentic flash memory IC and its counterfeit replica.
Referenced from KiarashKevin86 [CC BY-SA 4.0], Wikimedia Commons.

= Using “Unforgeability” which digital sighature schemes satisfy [1],
we aim to create a scheme in which we can detect counterfeits.
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Senser We can detect counterfeits

when the verify algorithm returns reject.

. - o ,g;cept Verify the pair of the
Object Veriy Algorithm Reject object and the signature.

Applying a digital signature scheme, we suggest a provably secure "Signature for Object"
scheme which satisfies unforgeability if the based scheme satisfies it. [2]

* Non-trivial Questions
- Though cryptography is a theory that is closed within cyberspace,
how can we formalize physical actions, like sensing objects?
- Outputs of the sensers is not always constant.
So, how to realize a sighature scheme for fuzzy messages?
- To what extent is it possible to achieve advanced functionality? [3,4]
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