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Anti-malware Technologies Based on
Machine Instruction Sequence

In the countermeasures against malware (malicious software), machine instruction
sequences are susceptible to compiler variety or optimization option. That causes
the decline of precision on detection or classification.

In this laboratory, we research the method to improve the precision by mitigating
this ill effects based on estimation of compiler, optimization.

A
Compiler Estimation Method
|

We propose the method to estimate compilers by stochastic
model. Machine instruction sequence generated by each
compilers are modeled by Hidden Markov Model and compilers  pata *

are estimate by maximum likelihood estimation. | -
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We also propose the method to improve the
precision of anti-malware technologies by
the result of compiler estimation. For ¢ U
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Fig.2 Classification method mitigating compiler’s ill effects
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